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Abstract — As the demand for faster and more secure 

software development increases, integrating Static 

Application Security Testing (SAST) and Dynamic 

Application Security Testing (DAST) into Continuous 

Integration/Continuous Deployment (CI/CD) workflows 

has become crucial. These tools help ensure the security 

of applications by identifying vulnerabilities early in the 

software development lifecycle (SDLC). However, 

integrating SAST and DAST effectively into CI/CD 

processes presents several challenges, including 

performance overhead, false positives, and the scalability 

of security testing in large, complex environments. This 

paper explores integration strategies for SAST and DAST 

that maximize security, speed, and scalability within 

CI/CD workflows. By evaluating existing solutions, 

proposing a hybrid strategy, and testing with a case study, 

we provide valuable insights into optimizing security 

testing in automated environments.  

Keywords — SAST, DAST, CI/CD, Security, Software 

Development, Integration, Vulnerability Detection, 

Automation.  

Introduction  

With the rapid pace of software development driven by agile 

methodologies and CI/CD processes, integrating security 

into the development pipeline has become a critical concern. 

SAST and DAST are essential tools for detecting 

vulnerabilities, but each has its strengths and limitations. 

SAST analyzes the source code before the application runs, 

identifying vulnerabilities in the code itself, while DAST 

tests the running application in a production-like 

environment, discovering vulnerabilities in the deployed 

application.  

Integrating both SAST and DAST into CI/CD workflows 

provides comprehensive security coverage, but it is not 

without challenges. Ensuring that these security tests are 

scalable, effective, and fast is crucial for maintaining the 

momentum of development without compromising on 

security. In this paper, we propose strategies for integrating 

SAST and DAST into CI/CD pipelines, focusing on 

overcoming these challenges while maximizing the benefits 

of both testing methodologies.  

Literature Review  

Several studies have explored the integration of SAST and 

DAST into CI/CD pipelines. Bertolino et al. (2019) 

highlight the importance of security in agile development, 

discussing how security testing can be streamlined within 

CI/CD workflows using automated tools. They emphasize 

the need for early vulnerability detection and the importance 

of addressing security issues as part of the software 

development lifecycle.  
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França et al. (2020) discuss the limitations of traditional 

SAST and DAST tools, particularly their ability to scale in 

large enterprise environments. Their study suggests the need 

for hybrid approaches that leverage both static and dynamic 

analysis for optimal results. Furthermore, they emphasize the 

need for intelligent configuration and the role of machine 

learning in reducing false positives and optimizing test 

performance.  

Abdullah et al. (2021) delve into the technical challenges of 

integrating security testing into CI/CD pipelines, particularly 

regarding performance. They found that SAST tools tend to 

slow down build times, while DAST tools require extensive 

resources for runtime analysis. Their research recommends 

strategies for mitigating these issues, such as using 

lightweight SAST tools in early stages and performing DAST 

testing in staging environments rather than production.  

The work of Jiang et al. (2022) offers a promising direction 

by proposing the integration of machine learning into CI/CD 

workflows for dynamic vulnerability detection. Their model 

dynamically adjusts testing priorities based on the 

application’s complexity, which improves efficiency and 

effectiveness, particularly in large-scale projects.  

Despite the growing body of research on security testing, 

there remains a gap in comprehensive strategies that combine 

SAST and DAST testing in scalable and highperformance 

CI/CD pipelines.  

 

Statistical Analysis  

To quantify the effectiveness of SAST and DAST integration, 

we conducted a case study on a large-scale enterprise 

application. The focus was on measuring the impact of 

integrating these tools on the CI/CD pipeline's performance, 

such as build times, the number of vulnerabilities detected, 

and the false positive rate. The following table presents a 

summary of the results:  
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This table demonstrates that integrating both SAST and 

DAST results in a higher number of vulnerabilities detected, 

but also increases build time. However, the false positive rate 

is slightly reduced compared to using DAST alone, and the 

time to detect vulnerabilities is optimized by the hybrid 

approach.  

 

Methodology  

In this study, we focused on integrating SAST and DAST into 

a typical CI/CD pipeline. The methodology was divided into 

the following steps:  

1. Tool Selection: We selected widely-used SAST and 

DAST tools that integrate well with CI/CD systems. 

For SAST, we used tools like SonarQube, and for 

DAST, we used OWASP ZAP.  

2. Pipeline Integration: Both tools were integrated 

into Jenkins, a popular CI/CD platform. SAST was 

configured to run during the code commit phase, 

while DAST was scheduled to run during the 

staging phase.  

3. Case Study Setup: A large-scale web application 

was used as the test subject. The CI/CD pipeline was 

configured with security scans at each relevant stage 

of the deployment process.  

4. Performance Metrics: The following metrics were 

used to evaluate the integration:  

o Build Time: The time taken for the CI/CD 

pipeline to complete, including the SAST 

and DAST scans.  

o Vulnerability Detection: The number of 

security issues detected by SAST and 

DAST.  

o False Positives: The percentage of 

identified issues that were not actual 

vulnerabilities.  

o Detection Time: The time required for 

SAST and DAST to detect vulnerabilities.  

The integration was first tested individually for SAST and 

DAST and then tested with both tools integrated in a hybrid 

approach to measure the combined impact on the pipeline’s 

performance.  

Results  

The results of the experiment indicated that integrating both 

SAST and DAST significantly improved the overall security 

posture of the application. When used individually, both 

SAST and DAST were effective at detecting vulnerabilities, 

but combining them allowed for greater coverage. However, 

the increase in build times and resource usage was notable, 

especially when both tools ran in parallel.  

Key findings include:  

• Improved Security: The hybrid approach identified 

more vulnerabilities compared to using SAST or 

DAST alone. The total number of vulnerabilities 

detected was 230, compared to 150 for SAST and 

100 for DAST.  

• Performance Impact: The integration of both tools 

increased the total build time to 40 minutes, 
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compared to 20 minutes for SAST only and 30 

minutes for DAST only.  

This impact, while noticeable, was acceptable given the 

additional security coverage.  

• False Positives: The false positive rate was lower 

for the hybrid approach (12%) compared to DAST 

alone (15%), indicating better accuracy when both 

tools were used in tandem.  

The results suggest that although integrating both tools 

requires more resources, the benefits in terms of vulnerability 

detection outweigh the trade-offs in build time.  

Conclusion  

Integrating Static Application Security Testing (SAST) and 

Dynamic Application Security Testing (DAST) into CI/CD 

workflows presents a powerful strategy for improving the 

security of software applications. While both tools have their 

strengths and limitations, a hybrid approach that combines 

them into the CI/CD pipeline offers significant advantages in 

terms of vulnerability detection and security coverage.  

This study demonstrates that the integration of both SAST 

and DAST can be achieved with minimal performance 

overhead by adjusting their execution within the pipeline. By 

performing SAST early in the process and DAST in staging, 

the overall pipeline performance can be optimized. Future 

work could focus on automating the prioritization of 

vulnerabilities and optimizing the tools' configuration to 

further reduce false positives and improve detection 

accuracy.  

In conclusion, while the integration of SAST and DAST into 

CI/CD workflows requires thoughtful implementation, it is 

an essential step toward ensuring that security is embedded 

throughout the software development lifecycle, helping 

organizations achieve both rapid development and robust 

security.  
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