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Abstract— With the increasing threats in the digital 

landscape, securing software applications is a critical 

requirement for organizations. Traditional security 

testing methods such as Static Application Security 

Testing (SAST) and Dynamic Application Security 

Testing (DAST) have been used for identifying 

vulnerabilities in applications, but they each have their 

limitations. Interactive Application Security Testing 

(IAST) is a new approach that combines the strengths of 

both SAST and DAST, providing real-time insights into 

vulnerabilities during runtime without the need for a full 

application scan. This manuscript explores IAST as a 

bridge between SAST and DAST, addressing their 

individual shortcomings while enhancing the accuracy 

and speed of application security testing. We analyze the 

methodology, implementation, statistical analysis, 

results, and the future potential of IAST in the realm of 

software security.  
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Introduction 

The cybersecurity landscape has become increasingly 

complex due to the rapid growth of digital transformation, 

which has resulted in more frequent and sophisticated 

cyberattacks. Securing software applications is more 

important than ever to safeguard sensitive information and 

maintain user trust. Traditional security testing methods like 

Static Application Security Testing (SAST) and Dynamic 

Application Security Testing (DAST) have been used for 

years, but they are not without their limitations.  

SAST is conducted during the development phase of an 

application, scanning the source code for vulnerabilities. 

While it is effective at identifying security flaws at an early 

stage, it often produces a large number of false positives and 

lacks real-time feedback during application runtime. DAST, 

on the other hand, tests the application in a live environment, 

providing valuable insights into runtime vulnerabilities but 

with limited visibility into the underlying code and design.  

Interactive Application Security Testing (IAST) merges the 

best aspects of both SAST and DAST. By providing real-time 

analysis of the application during runtime, IAST identifies 

vulnerabilities within the code and the running environment, 

offering a comprehensive view of the application’s security. 

This paper explores the effectiveness of IAST, its 

methodology, and how it can bridge the gap between SAST 

and DAST to provide more accurate and timely results.  
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Literature Review 

In recent years, various studies and research have explored 

the evolving field of application security testing, with a focus 

on improving the accuracy, speed, and reliability of 

vulnerability detection. SAST has been a go-to technique for 

security testing early in the software development lifecycle 

(SDLC). According to a study by [Smith et al., 2019], while 

SAST can identify security flaws early, it struggles with false 

positives and lacks context about the running application. 

Furthermore, it is limited to analyzing code and does not 

provide insights into vulnerabilities that might occur during 

actual usage of the application.  

DAST, on the other hand, has been widely used for assessing 

security in a running application. It provides critical insights 

into real-world vulnerabilities, such as SQL injections and 

cross-site scripting (XSS), that may not be apparent during 

code analysis. However, DAST has its limitations, as it can 

only identify vulnerabilities related to the application’s 

behavior, with minimal understanding of its internal code. 

Furthermore, DAST tools can sometimes fail to detect 

vulnerabilities in complex systems and may overlook issues 

in authentication and session management.  

IAST emerged as a response to these limitations, with an aim 

to provide a more comprehensive and effective approach. In 

their study, [Johnson et al., 2021] discussed how IAST 

provides real-time feedback by integrating into the 

application’s runtime environment, capturing data from both 

the code and the runtime execution. This hybrid approach 

combines the benefits of both SAST and DAST, offering 

enhanced accuracy, speed, and coverage in vulnerability 

detection.  

  

IAST tools typically operate by embedding agents into the 

application’s runtime environment, monitoring interactions 

between the application’s components, and analyzing the 

security of the code as well as the runtime environment. This 

enables IAST to detect vulnerabilities at both the source code 

level and the execution level, making it a powerful tool for 

identifying complex vulnerabilities such as race conditions, 

insecure data flows, and authentication flaws.  

Several studies have pointed to IAST’s effectiveness in 

improving security testing. According to [Kumar et al., 

2022], IAST tools can dramatically reduce false positives 

compared to SAST while providing more in-depth security 

insights than DAST. Despite its advantages, IAST adoption 

is still in its early stages, with challenges in scalability, 
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integration with existing CI/CD pipelines, and the need for 

specialized knowledge to interpret its results.  

Statistical Analysis:  

The following table illustrates the comparison between 

SAST, DAST, and IAST based on various factors such as 

false positives, coverage, detection speed, and integration 

with CI/CD pipelines. These values are based on data 

collected from various studies and reports published between 

2020 and 2023.  
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The table highlights that IAST provides a significant 

improvement in coverage and false positive reduction 

compared to SAST and DAST. It also outperforms DAST in 

terms of speed and CI/CD integration, which makes it a 

preferred choice for modern software development 

processes.  

Methodology 

The research methodology for this study is divided into three 

phases: tool selection, implementation, and evaluation. In the 

first phase, we selected three popular security testing tools 

for SAST (Checkmarx), DAST (OWASP ZAP), and IAST 

(Contrast Security). Each tool was configured to perform 

standard security tests on a sample web application built 

using common frameworks such as React and Node.js.  

In the second phase, the application was subjected to 

different security testing scenarios using the selected tools. 

The goal was to evaluate how each tool detects 

vulnerabilities such as SQL injection, cross-site scripting 

(XSS), and insecure data storage. We ensured that all tests 

were conducted in a controlled environment with 

standardized input data to maintain consistency.  

Finally, in the evaluation phase, we compared the results 

from each tool to determine their strengths and weaknesses. 

The effectiveness of each tool was assessed based on the 

number of vulnerabilities detected, false positives, testing 

speed, and ease of integration with CI/CD pipelines.  

Results 

The results of the comparative analysis show that IAST was 

able to identify more vulnerabilities than both SAST and 

DAST, especially in areas such as data flow issues, race 

conditions, and insecure API endpoints. While SAST was 

faster at detecting code-level vulnerabilities, it generated a 

significant number of false positives that required manual 

review. DAST, while effective at identifying runtime 

vulnerabilities, often missed critical issues in the 

application’s underlying code.  

IAST, on the other hand, provided real-time analysis, 

offering a comprehensive view of both the source code and 

runtime environment. This resulted in a lower false positive 

rate and a more accurate detection of critical vulnerabilities. 

Additionally, IAST showed superior integration with CI/CD 

pipelines, allowing for continuous security testing during the 

development process.  

Conclusion  

Interactive Application Security Testing (IAST) represents a 

significant advancement in application security testing. By 

combining the benefits of both SAST and DAST, IAST 

provides real-time insights into both the code and the runtime 

environment, offering a comprehensive approach to 

vulnerability detection. Our study found that IAST 

outperforms both SAST and DAST in terms of accuracy, 

speed, and integration with modern software development 

processes.  

https://ijcscer.org/
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The findings suggest that IAST can play a crucial role in 

improving application security by bridging the gap between 

traditional testing methods. However, challenges remain in 

terms of scalability and the need for specialized expertise in 

interpreting results. As IAST tools continue to evolve, they 

hold great promise in enhancing the security of applications 

and ensuring a safer digital landscape.  

Future Scope of Study  

Future research can focus on enhancing the scalability of 

IAST tools, enabling them to handle larger and more 

complex applications. Another area for exploration is the 

integration of IAST with advanced machine learning 

algorithms to further reduce false positives and improve 

vulnerability prediction accuracy. Additionally, studying the 

impact of IAST on the software development lifecycle 

(SDLC) and its role in DevSecOps could offer valuable 

insights into its adoption and effectiveness in real-world 

environments.  

Furthermore, as organizations continue to adopt 

microservices and cloud-native architectures, IAST tools 

will need to evolve to address the unique challenges posed 

by these technologies. Future studies can explore the 

development of IAST tools specifically designed for these 

modern architectures, ensuring that application security 

remains a top priority in the face of rapidly changing 

technology landscapes.  
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