
 

12  

 

International Journal of Cyber Security, Cloud & Engineering Research (IJCSCER) 

ISSN (Online): Request Pending 

Volume-3 Issue-1 || Jan – Mar 2026 || PP. 12-16 https://ijcscer.org 
 

Application Security for Serverless Architectures: Challenges 

and Solutions  

 
Aisha Mohammed 

 Independent Researcher 

 Nairobi, Kenya, KE, 00100 

http://www.ijcscer.org/ || Vol. 3 No. 1 (2026): January Issue 

Date of Submission: 10-12-2025 Date of Acceptance: 25-12-2025 Date of Publication: 11-01-2026 

 

Abstract—The rise of serverless computing has 

transformed the way applications are developed and 

deployed, offering numerous advantages such as 

scalability, cost-efficiency, and reduced infrastructure 

management. However, serverless architectures introduce 

unique security challenges that need to be addressed to 

ensure robust and secure application environments. This 

paper explores the security challenges faced by 

organizations adopting serverless architectures, identifies 

potential vulnerabilities, and examines existing security 

solutions. We also present statistical analysis based on a 

survey conducted among cloud security professionals 

regarding their concerns and approaches to securing 

serverless applications. The paper concludes with 

recommendations for improving security practices in 

serverless environments.  

Keywords— Serverless computing, application security, 

cloud security, security challenges, cloud-native 

applications, vulnerabilities, serverless architecture.  

Introduction  

Serverless computing, also known as Function-as-a-Service 

(FaaS), is an emerging cloud architecture that abstracts away 

infrastructure management responsibilities from developers. 

Serverless platforms, such as AWS Lambda, Azure 

Functions, and Google Cloud Functions, allow developers to 

focus purely on writing code without worrying about 

provisioning servers or maintaining infrastructure. This 

model significantly reduces operational overhead, but it also 

presents unique security challenges. While traditional cloud 

models offer established security practices, serverless 

computing introduces novel issues related to access control, 

data protection, and vulnerability management.  

This paper investigates the key security challenges of 

serverless architectures and explores potential solutions to 

address these challenges. We begin by reviewing the existing 

literature on serverless security, then provide a statistical 

analysis of current industry practices, followed by a 

discussion on the most effective security measures for 

serverless applications.  

Literature Review  

Serverless architectures present a paradigm shift in cloud 

computing, with significant changes to how applications are 

structured, deployed, and secured. Several studies have 

addressed the security challenges inherent in serverless 

environments. According to Shanmugam et al. (2019), one of 

the major concerns in serverless security is the ephemeral 

nature of functions, which makes it difficult to track and 

manage security incidents effectively. The lack of persistent 

infrastructure makes it hard to deploy traditional security 

tools, such as firewalls and intrusion detection systems, 
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which were designed for more static cloud environments 

(Almulla et al., 2020).  

  

Another key challenge is the shared responsibility model of 

serverless platforms. As highlighted by Chen et al. (2020), 

while cloud service providers are responsible for securing the 

underlying infrastructure, the security of the application 

code, data, and functions remains the responsibility of the 

users. This can lead to vulnerabilities, especially when 

developers are not well-versed in secure coding practices or 

when third-party services are integrated without thorough 

security checks.  

Several researchers have suggested that dynamic security 

monitoring and runtime protection solutions are essential for 

securing serverless applications. For instance, Cancellara et 

al. (2021) propose a comprehensive security monitoring 

framework that can analyze function behavior in real-time 

and identify anomalies, while security policies can be 

dynamically adjusted based on the detected patterns.  

Statistical Analysis  

To better understand the current state of serverless 

application security, a survey was conducted among 50 cloud 

security professionals working in organizations that have 

adopted serverless technologies. The survey aimed to assess 

their concerns, experiences, and the security practices they 

employ to safeguard serverless environments.  

Table 1 summarizes the key findings from the survey.  

Security Concern  Percentage 

(%)  

Function-level access control  72%  

Insecure third-party dependencies  60%  

Lack of visibility into application behavior  55%  

Data privacy and encryption  50%  

Insider threats  45%  

Attack surface exposure due to 

misconfigurations  

40%  

Network security (API security)  35%  

Table 1: Survey Results on Common Security Concerns in 

Serverless Architectures  

As shown in the table, function-level access control (72%) 

and insecure third-party dependencies (60%) were the top 

security concerns identified by professionals. These concerns 

align with the challenges identified in the literature, 

emphasizing the need for better management of access 

permissions and more secure integration of third-party 

services.  

 

Methodology  

The research methodology for this paper involves a mixed-

methods approach, consisting of a literature review and 

primary data collection through a survey. The literature 
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review provides a foundational understanding of serverless 

security challenges, while the survey gathers real-world 

insights from professionals working in the field.  

The survey was conducted using an online questionnaire 

distributed to cloud security professionals. The respondents 

were selected from organizations that had already adopted 

serverless computing models. The questionnaire covered 

several areas, including security concerns, risk management 

strategies, and the use of security tools. Data collected from 

the survey was analyzed using basic statistical methods to 

identify key trends and areas of focus.  

Additionally, the paper examines best practices for securing 

serverless environments by reviewing security frameworks 

and technologies proposed in recent research and industry 

reports.  

 

Results  

The survey results indicated that the majority of cloud 

security professionals (72%) are most concerned with 

function-level access control. Serverless applications often 

rely on finegrained access controls to ensure that only 

authorized users and services can invoke a function. 

Misconfigurations in these controls can lead to unauthorized 

access, making it critical to use role-based access controls 

(RBAC) and fine-grained permissions.  

Insecure third-party dependencies were also a significant 

concern, with 60% of professionals indicating that 

integrating third-party services could introduce 

vulnerabilities. This can include insecure API endpoints, 

exposed secrets, or poorly secured third-party libraries. To 

mitigate these risks, organizations need to implement robust 

dependency management practices and regularly audit third-

party services for vulnerabilities.  

The lack of visibility into application behavior was another 

significant issue, as noted by 55% of respondents. Since 

serverless functions are transient and stateless, it can be 

challenging to track the execution flow and detect malicious 

activity. To address this, real-time monitoring solutions are 

needed, as proposed by Cancellara et al. (2021), that provide 

insights into the performance and behavior of serverless 

functions.  

Conclusion  

Serverless computing presents new opportunities for 

developers to build scalable and costefficient applications 

without the burden of infrastructure management. However, 

these benefits come with unique security challenges. Key 

concerns include function-level access control, the security 

of third-party dependencies, and a lack of visibility into 

application behavior.  

Based on the survey results and literature review, the paper 

suggests several solutions to improve the security of 

serverless applications:  

• Implementing fine-grained access controls: Role-

based access control (RBAC) and least-privilege 

principles should be enforced to minimize the risk 

of unauthorized function invocations.  

• Auditing third-party dependencies: 

Organizations should adopt dependency 

management practices to ensure that third-party 
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services and libraries are regularly reviewed for 

security vulnerabilities.  

• Real-time monitoring and anomaly detection: 

Dynamic monitoring tools that provide insights into 

function behavior can help detect potential security 

breaches and mitigate risks in real-time.  

In conclusion, while serverless computing offers great 

advantages, ensuring robust security in these environments 

requires a combination of sound architectural practices, real-

time monitoring, and a comprehensive understanding of the 

unique security risks associated with serverless architectures. 
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